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FAULT TOLERANCE

Fault tolerance describes ability to
e Withstand internal failures

e Produce desirable overall “behavior”

Necessary or desirable in
e Life-threatening circumstances

(e.g., military, transportation, or medical systems)

e Systems in remote or inaccessible environments
(e.g., space missions)

e Reliable systems from unreliable components
(faster, less expensive, less power)




FAULT-TOLERANT DISCRETE-TIME DYNAMIC SYSTEMS
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State Evolution: qlt +1] = d(qlt], z[t])

Output Equation: ylt] = Aqlt], z[t])

Examples include digital filters, encoders/decoders, computer simulations
Failures affect state transition mechanism and/or output mechanism

Research goals:
e Resource-efficient monitoring/testing of dynamic systems/networks
e Tradeoffs between detection delay, redundant hardware and monitor complexity

e Fundamental limitations (coding- and information-theoretic techniques)




LINEAR FINITE STATE MACHINES

State evolution: q[t + 1] = Aq[t] ® Bx|t]

e A b, q|| and z|-] have entries in GF(2) (i.e., “0" or “17)

e Modulo-2 addition and multiplication

Implementation: Uses XOR gates and flip-flops
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Examples: Sequence enumerators, random number generators, encoders/decoders,

linear feedback shift registers, linear cellular automata
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TRADITIONAL APPROACH: MODULAR REDUNDANCY (VON NEUMANN, 1956) N
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Problems:

e Replication

e Voter failures




AVOIDING REPLICATION

-

Redundant Error
Implementation Correction

System S

|, § af |
SystemS i~ —1
el 5 E i

System S

How can we avoid replication and minimize redundant hardware?
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REDUNDANT IMPLEMENTATIONS
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REDUNDANT EMBEDDINGS OF LINEAR FINITE STATE MACHINES
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q is n-dimensional ¢ is p-dimensional

e Encoding: ¢[t] = Gqlt]
e Decoding: q[t] = L&t

e Fault detected when:

— Redundant state vector is not in the column space of G

— P¢[] #0  (where P is chosen so that PG = 0)




CHARACTERIZATION OF REDUNDANT LFSM’s

Theorem: All redundant LFSM’s for the LFSM with state evolution
qt + 1] = Aq[t] ® Bx]t]

are systems that are simzlar to
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e Decoding: q(t] = L&, [t], where L, = {In O}

Eolt + 1) = x[1]

e Encoding: &[] = Goqlf], where G, = {Ig ]

e Parity Check: P, &,[t] = [ 0 I, } &t =0




EXAMPLE: SEQUENCE ENUMERATOR (1)
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e State “evolution” q[t + 1] = Aq|t] & bx[t| where
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EXAMPLE: SEQUENCE ENUMERATOR (2)

I ; ! | o[t
- -t G e D —— >
a [t] a,[t] —altl —alt]
a ol ] Wl H@H[%DH T
| { = {

X[t] q,t+1] | 2 o[ %1 DE a ol
| ‘ s | ‘




RESOURCE-EFFICIENT REDUNDANT IMPLEMENTATIONS

e Given an LFSM, there is a class of embeddings that satisfy

G_[ CL=[1,0], P=[C1].

(where C is a d X n binary matrix)

e The redundant LFSM has £[t + 1] = A&[t] & Bx|[t] where
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e Efficient search algorithm to minimize computational hardware




CONVOLUTIONAL ENCODER (1)

A convolutional encoder

q(D) = 1eD*® D*® D*e DS = (1011101)

¢(D) = 1D D*® D@D’ = (1100111)

g3(D) = 1@ D®D*®D>® D = (1110011)
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CONVOLUTIONAL ENCODER (2)

e The encoder (that memorizes its outputs) has state of the form
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CONCLUSIONS AND FUTURE WORK

e Conclusions:

— Resource-efficient fault tolerance for LESM’s
— Reflection of hardware failures through appropriate error models
— Characterization of standard redundant LESM’s
— Connections to linear coding and linear system theory
e Future Work:
— Joint choice of code and redundant system dynamics; non-separate codes
— Hierarchical and/or distributed error detection and correction

— Protection schemes for discrete event systems

— Extensions to max-plus dynamic systems




